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1. Background 
 

 

Monitoring has traditionally been undertaken using SCADA systems which provide very high levels of 
reliability and redundancy and have been used for many years on the water and sewer trunk systems. Even 
with the use of mobile networks and battery powered RTUs this technology has remained too expensive to 
extend down into the reticulation systems in great depth. Consequently, the customer has been relied on to 
report issues in the network such as low water pressure and sewer overflow or surcharge events once they 
have already created an impact for them. 
 
The introduction of low power wide area networks coupled with battery powered IoT devices promises to 
provide a means of pushing monitoring down into the reticulation network with devices up to the customer 
premises. 
 
Since 2017 Sydney Water has been undertaking IoT trials of which the deployment of monitoring devices in 
the sewer has been a key use case. The first stage of the trial demonstrated a device network operating on 
LPWAN technology could provide a means to monitor our networks more closely and respond to faults prior 
to customer impact. 
 
As a first step this sensor network enabled an immediate response before or as soon as there is an issue 
which will impact a customer and the environment. The vision is for these device networks to utilize machine 
learning and analytics to provide predictive fault diagnosis capabilities so that targeted maintenance 
activities can entirely avoid an event which may impact a customer. 
 
Now, in September 2021, with over 3,300 sewer blockage detection devices deployed in the field, this 
project has detected and prevented more than 190 blockages at environmentally high-risk sites and is now 
avoiding on average 15 overflows/month. Moving to productionise this project as part of Sydney Water’s 
Environmental Improvement Program, and considering the lessons learned from the IoT Extended Trial, the 
device and sensor requirements have been refined to sustain mass deployment of devices commencing 
July 2022. 
 

This document outlines the scope for IoT device & sensor installation services to fulfil the requirements of 
sewer monitoring.  
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2. Scope & Requirements Outline 
 
 

2.1 Installation and Life Cycle 

 

The total life cycle cost considerations are critical for the success of IoT devices. With relatively low 
equipment cost, the installation, ongoing maintenance and network operating costs contribute significantly to 
the overall cost of ownership. 

It is important that devices are easy to install, reliable, have long battery life and stable firmware to reduce 
re-work and site visits. Total life cycle cost rather than initial cost will be the key driver for device selection. 

In regard to installation, devices should have appropriate mounting brackets and/or attachment points to 
reduce installation time, improve accuracy/quality of the install and reliability of any attached instrument. 
Devices, sensors, and any associated mounting brackets should be designed such that entry into manholes 
is not required as this is highly undesirable from a safety perspective 

 

The project needs to install and commission NB-IoT data logger devices (with external antenna) to be 
attached with the level switches or level sensors for sewer level & overflow monitoring. 
 
The company would need to be able to install approx. 250 devices per week per year. The devices need to 
be installed in the manholes within a model reticulation sewer network spread over 4600 Km area across 
NSW within the Sydney Water’s area of operations. The cumulative indicative rollout volumes for the project 
are 23,000 devices over 2 years. 
 
Some planning assumptions at this stage are; 
 

1. 80% NB IoT devices will be integrated with float switches (80%) and 20% with analogue level 
sensors (20%)                       

2. 80% devices with external antenna and 20% with internal antenna  
3. 30 % of the sites will need traffic control plans and 10 % will be within customer backyards. 

 
 
The company would need to have staff with vehicles, traffic control signs, PPE & tools who are able to install 
devices anywhere within Sydney Water’s area of operations.  
 
 
The installers would be required to: 
 

- Interpret maps 
- Read and follow work instructions and safety documentation 
- Good communication skills 

- Able to use hand and power tools 
- Able to report site specific details via a field based app. 

 
The installers would require: 
 

- White Card 
- First Aid training 
- Confined spaces qualifications 
- Implement traffic Control Plans qualifications (yellow card) 
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3) Indicative IoT Device 

Installation Work Instructions 

1. Purpose 
This work instruction provides a step-by-step guide for the installation of IoT Sewer Blockage 
Detection Devices. This includes assessing a site, installing a device and reporting all necessary 
information. 

2. Work instruction 
Task 
no. 

Work instruction 
details 

Visual Guide 

1. Site Assessment  

A Using the map 
generated from the 
IoT Control Plan, 
determine a site’s 
location and details 

 

B Find the 
site/manhole (MH) 
and follow the 
access procedures 
required for the 
specific location 
details.  
See 1.c for 
footpaths, nature 
strips, front yards, 
parks and reserves.  
See 1.d for 
roadways.  
See 1.f for National 
Parks.  
See 1.h for 
backyards. 
See 1.g for unique 
locations. 

 

C MH’s that are 
located on footpaths 
and nature strips, in 
certain front yards, 
and specific parks 

 

Location Details Colour Code

Footpaths/Nature Strips/Front yards/Parks/Reserves

Roadways

National Parks

Backyards 

Unique Location (Hospitals/Golf Courses/etc.)

On Hold

Unable to Install (NA)

Installed
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Task 
no. 

Work instruction 
details 

Visual Guide 

and reserves can be 
accessed 
immediately if 
deemed safe. See 
Task No. 2 for 
further details. 

d Prior to working on/or 
near a roadway a 
Traffic Control Plan 
(TCP) is required to be 
completed. The TCP 
will display whether 
external Traffic Control 
is required for the 
access to the MH. If 
external Traffic Control 
is required, it will need 
to be scheduled prior 
to installation. 

 

Note: If Traffic Control is 
required to be conducted 
prior to 7am, a night 
works letter is required to 
be dropped to all 
residents that may be 
affected by noise. 

 

e If external Traffic 
Control is not 
required, the site 
must be assessed to 
determine if the TCP 
can be carried out 
safely. Set up safety 
signage and 
equipment as 
outlined, See Task 
No. 2 for further 
details. 
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Task 
no. 

Work instruction 
details 

Visual Guide 

f Prior to entering a 
National Park, read 
and sign the 
environmental report 
for the catchment 
area. The National 
Parks and Wildlife 
Service (NPWS) 
require notification 
before any Sydney 
Water team is to 
conduct work. Using 
the National Park 
office locations, 
provided in the below 
hyperlink, an email to 
the relevant NPWS 
office is required. 

Guide for working in 
National Parks 

 

g The NPWS Notification 
Proforma for proposed 
work (BMIS0128.01) 
will need to be 
updated to include the 
park name, date of 
proposed work, as well 
as a screenshot of 
Spatial Hub with the 
relevant Sewer 
Manholes highlighted 
for the reference of 
NPWS staff. 

The activity type (Type 
A), Sydney Water 
Reference Number 
(IoT Project Number 
20036146) and 
description of works 
(Installing IoT overflow 
devices) should 
remain the same.  
 
This will be attached to 
the email to the 
relevant NPWS office 
2 days prior to entering 
the National Park. If 
alerted by the NPWS 
that no work is to be 
conducted proceed to 
a new site. 

 

https://elogin.ads.swc/BMIS/SWDocControl.nsf/un/6E335D97BB3147ABCA2585E30020B134?OpenDocument
https://elogin.ads.swc/BMIS/SWDocControl.nsf/un/6E335D97BB3147ABCA2585E30020B134?OpenDocument
https://elogin.ads.swc/BMIS/SWDocControl.nsf/un/47AD75F0629A5218CA25861E001A0BD3?OpenDocument
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Task 
no. 

Work instruction 
details 

Visual Guide 

If there is no response 
or an okay is given, 
proceed to Task No. 2.  
 

Note: After sending the 
Notification Proforma, 
save the document in the 
environmental folder in 
the catchment database.   

h Upon arrival at a site 
that requires customer 
contact to access a 
MH, this includes 
backyards and certain 
front yards; leave a 
“We are Working in 
Your Area” letter in 
their mailbox.  

See document LTR 7 
day notice - We are 
working in your area.  

 

Note: The letter must be 
dropped 7 days prior to 
attempting to install, if the 
owner offers to install 
within that time see Task 
No. 2. 

 

i After ~7 days have 
passed, attempt to 
contact the property 
owner via a door 
knock. If the door is 
answered and 
permission to enter the 
property is granted 
proceed to Task No. 2.  

If access to the MH 
is denied, See Task 
No. 4. If there is no 
response proceed to 
1.j. 

 

file:///S:/E&I/EMS/Yagoona/PROJECTS/PROJECTS_20-21/PROJECT%20HS%20IoT%20Extended%20Trial%2020036146/Documentation/Work%20Instruction%20Files/LTR%207%20day%20notice%20-%20We%20are%20working%20in%20your%20area.docx
file:///S:/E&I/EMS/Yagoona/PROJECTS/PROJECTS_20-21/PROJECT%20HS%20IoT%20Extended%20Trial%2020036146/Documentation/Work%20Instruction%20Files/LTR%207%20day%20notice%20-%20We%20are%20working%20in%20your%20area.docx
file:///S:/E&I/EMS/Yagoona/PROJECTS/PROJECTS_20-21/PROJECT%20HS%20IoT%20Extended%20Trial%2020036146/Documentation/Work%20Instruction%20Files/LTR%207%20day%20notice%20-%20We%20are%20working%20in%20your%20area.docx
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Task 
no. 

Work instruction 
details 

Visual Guide 

j After an unsuccessful 
attempt contacting the 
property owner via 
knocking, drop a 
“Sorry we Missed You” 
letter into their 
mailbox. 

See document LTR 7 
day notice - Sorry we 
missed you.  

If the property owner 
contacts Sydney 
Water, set a time and 
date for install; See 
Task No. 2.  

If no contact has been 
received within 7 days, 
proceed to 1.k. 

 

Note: The contact details 
must be updated and 
unhighlighted prior to the 
letter drop.  

 

 

k If no contact has been 
received from the 
property owner, 
contact the customers 
using the information 
provided by the 
Customer Hub. If they 
respond, set a date for 
install (See Task No. 
2) 

If there is no response, 
continue to attempt to 
contact each customer 
a total of 3 times 
before the catchment 
is closed. 

 

Note: If access to the MH 
is denied or there is no 
response from multiple 
attempts at contact, see 
Task No. 4. 

 

l Upon arrival at a site 
labelled ‘Unique 
Location’ an onsite 
assessment needs 
to be conducted to 

 

file:///S:/E&I/EMS/Yagoona/PROJECTS/PROJECTS_20-21/PROJECT%20HS%20IoT%20Extended%20Trial%2020036146/Documentation/Work%20Instruction%20Files/LTR%207%20day%20notice_access%20-%20Sorry%20We%20missed%20you.docx
file:///S:/E&I/EMS/Yagoona/PROJECTS/PROJECTS_20-21/PROJECT%20HS%20IoT%20Extended%20Trial%2020036146/Documentation/Work%20Instruction%20Files/LTR%207%20day%20notice_access%20-%20Sorry%20We%20missed%20you.docx
file:///S:/E&I/EMS/Yagoona/PROJECTS/PROJECTS_20-21/PROJECT%20HS%20IoT%20Extended%20Trial%2020036146/Documentation/Work%20Instruction%20Files/LTR%207%20day%20notice_access%20-%20Sorry%20We%20missed%20you.docx
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Task 
no. 

Work instruction 
details 

Visual Guide 

determine the 
specific site 
procedure and 
location details.  

For example, at golf 
courses, you must 
speak to the pro 
shop, and at a 
hospital it is 
important to seek 
consent from 
reception for certain 
areas. 

After deciding the 
site requirements 
determine which 
Task No. (1.c, 1.d, 
1.e or 1.f) needs to 
be followed.  

2. Device Installation  

a Upon arrival, a 
safety assessment 
(see IoT SWMS) 
and SHOOTS 
conversation with all 
present staff should 
be conducted to 
identify risks and 
implement controls, 
including gas testing 
of the MH. 
Everyone must be 
aware of possible 
Total Fire Bans 
(TOBANS), 
Environmental 
Assessments and 
Traffic Control 
Plans. 
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Task 
no. 

Work instruction 
details 

Visual Guide 

b Conduct a network 
coverage test using 
the Telstra NB-IoT 
Network test device.  
The signal strength 
(RSRP) is measured 
in decibels per 
milliwatt (dBm) and 
is a negative 
number. If the signal 
tester connects 
outside the MH, 
record the results in 
the IoT Install Report 
Form and continue 
with the installation.  
If the Telstra NB-IoT 
Network test device 
is unable to get a 
signal, see Task No. 
4 

 

c Open the MH and 
gas test.  

Drill an 8mm hole in 
solid concrete/brick 
at a minimum of 
100mm from the 
base of the manhole 
rim. The location of 
the 8mm hole will be 
determined by 
several factors: 

- Upstream side of 
the MH to 
prevent the float 
being pulled 
downstream 
during 
surcharge, if 
possible. 

- Not in front of a 
drop-junction or 
overflow window 
as this will cause 
the float to be 
damaged and 
potential fouling 
to occur leading 
to the alarm 
being triggered 

- Not be directly 
adjacent to the 
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Task 
no. 

Work instruction 
details 

Visual Guide 

step irons as this 
can lead to the 
float becoming 
tangled and 
stuck in the 
‘alarm’ position 
during internal 
surcharge 
events.  

d Insert an eyebolt into 
the hole and screw it 
in the rest of the way 
using a screwdriver. 
Best practise is to 
rotate the eyebolt 
until tight but also 
with the eye piece in 
the horizontal 
position to allow for 
ease of attachment 
of the thimble and 
device.  If required, 
a hammer can be 
used to begin to 
insert the eyebolt 
and enable the 
thread to catch once 
it is turned with the 
screwdriver. 

 

e Hang the NB-IoT 
Network test device 
from the eye bolt and 
then connect to the 
MQTTool phone 
application (See 
Appendix). Close the 
MH lid and wait for the 
signal strength reading 
to stabilise. Record the 
Internal signal strength 
3 times. 

If the signal strength 
inside the MH is higher 
than -100dBm, install 
an internal antenna 
IoT device. If signal is 
lower than -100dBm 
install an external 
antenna IoT device. 

 

Note: Internal antennas 
are also used if the MH is 
on a driveway, or in 
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Task 
no. 

Work instruction 
details 

Visual Guide 

similar area of conflict on 
a customer’s property. 

f Measure the MH depth 
with a tape measure, 
in line with the eyebolt, 
from the MH rim to the 
invert of the pipe. 
Using the known pipe 
diameter, calculate 
100mm above the pipe 
inlet and determine 
which float switch will 
be required for 
installation (e.g. 2m, 
4m, 6m, 10m float 
lengths).  

 

Note: Conduct a test to 
determine whether the 
float has the potential to 
become caught on 
benches, overflow 
windows and/or drop 
junctions. 

 

g After confirming the 
length of float 
switch, wrap the 
chosen cable around 
a thimble, and cable 
tie tightly to create 
an anchor point. 

 

h Cable tie the float 
switch to the eyebolt 
using the thimble 
and loop any excess 
lead. If the float 
switch is not at the 
right height, remove 
and redo. 
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Task 
no. 

Work instruction 
details 

Visual Guide 

i Prior to placing the 
device into the MH, 
plug the float switch 
into the side of the 
selected device 
(internal or external). 
The connection point 
will click and lock. If 
the chosen device is 
external see Task No. 
1.j. 

Use amalgamation 
tape to seal the 
connection point 
between the float and 
the device. 

 

Note: Avoid placing 
weight on the anchor 
point as the spring 
system can break under 
pressure. The device can 
then be secured to the 
eyebolt. 

 

j To install an external 
antenna, dig out a 
section of ground next 
to the MH rim. Using a 
long 500mm drill bit, 
aim to avoid the metal 
rim of MH and drill 
through the outside of 
the MH wall through to 
the inside.  

Pull antenna lead 
through the hole and 
connect it to the 
device, loop any 
excess antenna lead 
and cable tie it to the 
eyebolt.  

Use amalgamation 
tape to seal the 
connection point 
between the antenna 
and the device. 

Reseal the antenna 
hole with silicon, 
mastic or clay and 
ensure the cable 
and antenna are 
reburied. You can 
now reseal the MH 
and return it to its 
previous condition. 
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Task 
no. 

Work instruction 
details 

Visual Guide 

k Complete an IoT 
Install Report, 
requiring the following 
information and 
photos: 

- Site 

- Signal Test 
Results 

- Technicians 
Names 

- Location Co-
Ordinates and 
description 

- MH Lid type 

- Device Serial 
Number 

- External or 
Internal 

- Device, Install, MH 
and Site Photos 

- Any other photo 
that may help with 
location or special 
requirements of 
that site. 

See Task No. 5. on 
how and where to 
save this 
information. 

 

3. Device Roadway 
Installation 

 

a Installing an IOT 
device on a roadway 
follows the same steps 
as Device Installation 
Task No. 2 a. to h. The 
primary difference 
begins with the 
external antenna 
installation. 

Using the long 
500mm drill bit, drill 
through the road into 
the MH. Once a hole 
has been cleared, a 
small cavity, slightly 
larger than the 
antenna is drilled 
using a chisel bit. 
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Task 
no. 

Work instruction 
details 

Visual Guide 

b Pull antenna lead 
through the hole and 
connect it to the 
device. The antenna 
should sit snuggly in 
the cavity with 
enough room to 
cover with road 
base. 

 

c Cover the antenna and 
remaining cavity with 
road base. Using a 
mallet, compact the 
road base and 
smoothen. The surface 
should be returned to 
the original condition.  

Sweep up any 
remaining debris 

 

4. Unable to Install  

a The site can be 
identified as ‘Unable to 
Install’ if it is:   

- Inaccessible (go to 
4.b), 

- Unlocatable (go to 
4.c), 

- Requires Civil 
Work (go to 4.d); 
or, 

The Customer is 
Uncontactable (go to 
4.f). 
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Task 
no. 

Work instruction 
details 

Visual Guide 

b A site can be deemed 
Inaccessible if the 
Manhole (MH) is: 

− Too shallow to 
install (top left 
image), 

− Raised (top 
right image),  

− Covered 
(bottom left 
image),  

− Buried (bottom 
right image),  

− Unable to be 
opened 

− Deemed 
unsafe.  

If Inaccessible, record 
details in the IoT 
Unable to Install Form 
and see Task No. 5. 
for further details. 

 

c A site can be deemed 
unlocatable if the MH 
cannot be found or is 
not in the location 
specified in the IoT 
Control Plan.  If 
Unlocatable record 
details in the IoT 
Unable to install form 
and see Task No. 5. 
for further details. 
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Task 
no. 

Work instruction 
details 

Visual Guide 

d If there are issues with 
the pipe or flow, a site 
can be deemed to 
require civil work. This 
includes 

− Excessive tree 
roots (top left 
image),  

− Blockages or 
flowing drop 
junction (top 
right image),  

− Blocked pipe 
(bottom left 
image) 

− Issues with the 
MH cover 
(bottom right 
image) 

If site Requires Civil 
Work call 13 20 90 
while at the site. You 
will need to provide 
fault details, 
location/address, 
manhole asset number 
and your contact 
details.  

 

 

e After placing the call, 
record the work order 
number and await 
contact on whether the 
issue is resolved and 
whether the IoT device 
can be installed. 
Record details form 
and go to Task No. 5. 

 

f If a site requires 
customer contact and 
contact has not been 
made after multiple 
visits, including letter 
drops, phone calls or if 
the customer denies 
entry. Then label the 
site as ‘Unable to 
Install – Customer 
Uncontactable’ and 
record the details in 
the IoT Unable to 
Install form and go to 
Task No. 5. 

 

5. Reporting  
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Task 
no. 

Work instruction 
details 

Visual Guide 

a The IoT Control 
Masterlist, located in 
the Hydrometrics 
SharePoint, is required 
to be updated with any 
new information 
gained from visiting 
the site after an 
installation. This 
includes address, 
directions, location 
description, depth to 
invert, etc. 

 

 

 

Note: Access instructions 
description needs to be 
less than 90 characters 

 

b Using individual IoT 
Install Reports or IoT 
Unable to Install 
reports, transfer 
relevant information to 
the IoT Control 
Masterlist.  

This includes status 
(Installed, Not 
Installed, or On Hold) 
date attended, device 
type, antenna type, 
device serial number, 
signal test results, 
install/rework status 
and customer details.  

 

Note: When entering the 
device number add an 
apostrophe before the 
start of the number to 
ensure the data stays as 
text in the excel 
spreadsheet. 

 

c Save the IoT Install 
Reports, as a pdf, in 
the ‘Install’ folder in 
their specified 
catchment. The folder 
can be found in the 
Dry Weather 
Surcharge sites 
catchment directory 
under Canvas > 
Install. 
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Task 
no. 

Work instruction 
details 

Visual Guide 

d Copy the IoT Install 
Report pdf files and 
save in the IoT 
SharePoint Installation 
Reports folder. 

 

e Save the IoT Unable to 
Install Reports, as a 
pdf, in the relevant 
folder labelled ‘Unable 
to Install’. The folder 
can be found in the 
Dry Weather 
Surcharge sites 
catchment directory 
under Canvas > 
Unable to Install. 

 

f Copy the IoT Unable 
to Install Forms pdf file 
and save in the IoT 
SharePoint Unable to 
Install Reports folder. 

 

3. References 
[Enter text] 
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Document type Title 

Policies Nil 

Procedures Nil 

Forms and checklists Nil 

Other documents 
or references 

BMIS0128.01 NPWS Notification Proforma 

BMIS0128 NPWS Access Consent and Protocol 

LTR 7day notice - We are working in your area 

LTR 7day notice - Sorry we missed you 

3.1 Change history 

Versio
n 

Issue Date Approved by Brief description of change and 
consultation 

1 [Choose 
date] 

Chris Harris Hydrometric 
Services Manager 

New document 

  

https://elogin.ads.swc/BMIS/SWDocControl.nsf/un/47AD75F0629A5218CA25861E001A0BD3?OpenDocument
https://elogin.ads.swc/BMIS/SWDocControl.nsf/un/6E335D97BB3147ABCA2585E30020B134?OpenDocument
file:///S:/E&I/EMS/Yagoona/PROJECTS/PROJECTS_20-21/PROJECT%20HS%20IoT%20Extended%20Trial%2020036146/Documentation/Work%20Instruction%20Files/LTR%207%20day%20notice%20-%20We%20are%20working%20in%20your%20area.docx
file:///S:/E&I/EMS/Yagoona/PROJECTS/PROJECTS_20-21/PROJECT%20HS%20IoT%20Extended%20Trial%2020036146/Documentation/Work%20Instruction%20Files/LTR%207%20day%20notice_access%20-%20Sorry%20We%20missed%20you.docx
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Appendix 1 Signal Testing 
 

Task 
no. 

Work Instruction Details Visual Guide 

1 NB-IoT Testing  

a Connect the device to its battery to view results 
displayed on an LED screen. The signal strength 
(RSRP) is measured in decibels per milliwatt (dBm) 
and is a negative number, if the outside MH test is 
less than -120 dBm (e.g. -122) then See IoT Unable 
to Install Work Instruction. If it is greater than or 
equal to -120 dBm (e.g. -87) record the results in the 
IoT Install Report Form and continue with the 
testing.  

 

b On the internal LED screen observe the connection of 

the device to the NB-IoT network following the steps 

below: 

1. Init Modem 

2. Activating APN 

3. Registered 

4. Server Login 

5. Getting RSRP 

6. RSRP: -xxxdBm 

Notes:  

• If the device appears to power off at any step, 

check battery, unplug and restart. 

• If there is no signal the device will read as either 

‘No Network’ or it will not get past the ‘Activating 

APN’ stage. 

• The signal device will rarely connect and produce 

a signal strength reading less than -125dBm 

• The attached battery can be charged with a mini 

USB port adjacent to the larger USB port. 

• A phone application can be used to record the 

signal strengths detected by the device. 

 

c App Setup 
 
- For Apple IoS the free application is called 

MQTTool  

- The following details must be entered correctly 

on first use (these details will be saved for future 

uses):  

 

o On the ‘Connect’ tab (bottom), the 

following details must be filled: 

• Host: solo-fame.bnr.la 

• Port: 1883 Clean Session: [On] 

• Client Id: [leave blank] 
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• Username: simple 

• Password: 5ZiwSWeNDnv7 Save 

Password: [On] 

 

o On the ‘Subscribe’ tab, the following 

details must also be filled: 

• Topic: s/simple/nb_iot_tester2/RSRP 

• QOS: [1] 

 

- To begin signal strength recording, First start 

the signal strength device using above steps. 

- In the MQTTool App, On the ‘Connect’ tab, 

underneath where the password is entered, 

click [Connect]. Ensure the last line shows: 

‘Status: Connected to solo-fame.bnr.la: 1883’ 
 

- On the ‘Subscribe’ tab. Click [Subscribe] 

underneath the QOS selection. Ensure the last 

line shows: 

‘Status: Subscribed to: 

s/simple/nb_iot_tester2/RSRP’ 

- As the signal strength device continuously 

receives a signal strength it will report this to 

the app at the top of the Subscribe list 

d Record at least 3 signal strength recording when 
testing after the signal has stabilised 
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SAFE WORK METHOD STATEMENT 
(SWMS) 

Outcome: To ensure that working can be safely carried out whilst investigating/installing IoT 
devices in the Wastewater Network (sewer manholes). 

Purpose: The purpose of this SWMS is to provide staff with controls to ensure that work can be 
carried out safely when installing and/or investigating an IoT Device. 

 

Document number: D0001913 
Date completed: 07/06/2021 
Review date: 07/06/2022 

Address or catchment of where work is being carried 
out:_________________________________________________________________________ 

 

Critical Requirements   

 

• Trained in Confined Spaces work and current certification in Confined Spaces including current 
Fitness for Work certification 

• Current Confined Spaces Evacuation drill  

• Completed the Electrical Awareness training  

• Sydney Water General and Customer Delivery Inductions and any other site-specific inductions  

• A site-specific risk assessment (SHOOTS) is to be performed prior to the commencement of any 
work, including an emergency evacuation plan discussion 

• Induction in appropriate documentation e.g. Critical Control Standard (Hazardous Atmosphere 
Management), D0001771, D0000729 and any other Confined Spaces related documentation 

• Current Provide First Aid certification 

• Current FLAG Testing certification 

• Ensure that Confined Spaces Safety Equipment has been maintained to manufacturers specification 
and is in date  

• Prevent contact with contaminated material by wearing required PPE  

 

 

 

 
Work Activity: Installation of IoT devices in the 

Wastewater Network (Sewer Manhole) 
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Potential 
High Risks 
Associated 
with Task 

Equipment Required  Training/Competency Required  

 

Work:  

 

☐ fall from 

heights 

☐ contact 

with sewage 

☐ working in 

contaminated 
atmospheres 

☐ potential 

engulfment 

☐ manual 

handling 

☐ public 

interference  

☐ 

vehicles/traffi
c working on, 
in or adjacent 
to a roadway 

☐ electrical 

hazards (If an 
electrical 
hazard is 
present then 
a separate 
SWMS for 
electrical 
hazards is 
required) 

☐ 

environmental 
conditions 
 

 

Equipment required to complete the 
activity safely i.e. 

• Appropriate PPE 

• Safety cones, fencing/barriers & 
signage 

• Gas meter & calibration gases 

• Mechanical manhole lifter 

• Confined Spaces entry permit 

• Site access keys / passes 
Equipment that maybe required if Risk 
assessment identifies hazards that 
require controls i.e. 

• Tripod, RPD, T-bar, harness, 
rope bag, lanyard, SSR unit 

• Boots, waders &/or gum boots as 
appropriate 

• Safety manhole grate 

• Canvas bucket with lid 

• Blower, fan, fan sock, generator 

• Helmet 

 

 

Training/competency required to complete 
the activity safely i.e. 

• Sydney Water General &   
Customer Delivery General 
Inductions 

• Any site-specific inductions  

• Trained in this SWMS, D00001771, 
D0000729 and Critical Control 
Standard (Hazardous Atmosphere 
Management) 

• Provide First Aid / CPR 

• FLAG testing  

• SafeWork NSW (Working on or 
near roadways) 

• Current Confined Spaces 
certification including Fitness for 
Work health check 

• Risk Assessment SHOOTS 
process & Emergency Response 
Planning 

Personal Protective Equipment Required 

 

☐    ☒    ☒    ☒    ☐  

☒    ☒     ☐    ☒    ☐     

 

Other/specific details:  

_______________________________________________________________
_ 
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WHS or 
Environmen

tal 
Legislation 

Applicable 
codes and 
standards 
for tasks 

Risk Matrix 

 

• Work 
Health and 
Safety Act 
2011  

• Work 
Health and 
Safety 
Regulation 
2017 
 

 

 

• Code of 
Practice: 
Confined 
Spaces 

• Code of 
Practice: 
Managing 
the risk of 
falls at 
workplac
es 

• Code of 
Practice: 
First Aid 
in the 
Workplac
e 

• Critical 
Control 
Standard 
(Hazardo
us 
Atmosph
ere 
Managem
ent)  

• Code of 
Practice: 
Hazardou
s Manual 
Tasks 

 Rare Very 
unlikely 

Unlikely Possible Likely Very 
Likely 

A very 
distant 

chance of 
occurring 

under 
exceptional 
circumstanc
es or <0.4% 
(less than 1 

in 250 
chance) 

Not 
expected 
to occur 
or 0.4% to 
2% (1 in 
250 to 1 in 
50 
chance) 

More 
likely to 
not occur, 
surprised 
if it 
happens 
or 2% to 
10% (1 in 
50 to 1 in 
10 
chance) 

Might 
occur in 
some 
circumsta
nces or 
10% to 
50% (1 in 
10 to 1 in 
2 chance) 

Will occur 
in most 
circumsta
nces or 
50% to 
90% (1 in 
2 to 9/10 
chance) 

Expecte
d to 
occur 
frequentl
y or 
>90% 
(greater 
than 
9/10 
chance) 

Extre
me 

Multiple Fatalities Medium 
4 

High 
3 

High 
2 

Very High 
1 

Very High 
1 

Very 
High 

1 

Critic
al 

Single Fatality Medium 
5 

Medium 
4 

High 
3 

High 
2 

Very High 
1 

Very 
High 

1 

Major Permanent Total 
Disability/Loss of 

Capacity 

Low 
6 

Medium 
5 

Medium 
4 

High 
3 

High 
2 

Very 
High 

1 

Moder
ate 

Immediate admission 
to hospital as an 
inpatient and/or 

permanent partial 
disability/loss of 

capacity 

 
Low 

6 

 
Low 

6 

 
Medium 

5 

 
Medium 

4 

 
High 

3 

 
High 

2 

Minor Treatment by a 
registered medical 

practitioner requiring 
ongoing treatment 
with no permanent 

disability/loss of 
capacity 

 
Low 

6 

 
Low 

6 

 
Low 

6 

 
Medium 

5 

 
Medium 

4 

 
High 

3 

 
Minim

al 

Recoverable injury or 
illness requiring first 

aid or medical 
treatment with no 
follow up required 

 
Low 

6 

 
Low 

6 

 
Low 

6 

 
Low 

6 

 
Medium 

5 

 
Medium 

4 

 

Person/s responsible for ensuring the 
implementation, monitoring & compliance with the 
SWMS 

Name, Position Title, Date Signature 

Staff acknowledge & understand this SWMS and it 
controls and will implement these controls 

 
 

Name: Signature: Date: 

Name: Signature: Date: 

Name: Signature: Date: 

Name: Signature: Date: 
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Work Activity: Installation of IoT devices in the 
Wastewater Network (Sewer Manhole) 

      

Activity Hazard 
Risk/Consequen

ce 

Risk 
Ratin

g  
Controls 

Revise
d Rank  

What are 
the tasks 
involved

? 
 

Identify the 
hazards that 
may cause 

harm to 
workers or the 

public. 

What can 
happen? How can 

it happen? 
1-6 

Describe what will be done to control the risk. What will you do to 
make the activity as safe as possible? 

1-6 

 

Setting 
up & 
packing 
up 
equipm
ent 
 
Site 
access 

Remote 
locations 

No communications 4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion  

• Have a plan for locating site 

• Carry TWIG and/or call the Sydney Water 3rd Party Check In Check 
Out Service (1800 686 565) 

• Check mobile reception before walking into site  

• Ensure that there is a method of communication in the event of an 
emergency/injury 

• Ensure the Emergency + app is on mobile phone for use in an 
emergency 

• Wear appropriate footwear to prevent ankle injury 

6 

Manual handling Sprains & strains 4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Trained in Manual Handling 

• Utilise two person lifts, carry small loads or utilise a mechanical 
device when lifting heavy objects when able 

• Utilise backpacks for carrying equipment / share loads / rotate tasks  

• Manage fatigue throughout day 

6 

Biological 
Contamination  
 

Infection/ sickness 4 

• Carry out Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Staff must follow proper hygiene practices, including washing of 
hands with approved antiseptic or disinfectant wash after contact 
with sewage 

• Wash/clean off equipment that has been in contact with sewage or 
sludge. Use the pressure cleaner if appropriate   

• Wear appropriate PPE for the task as a minimum (gloves & eye 
protection) 

• All staff required to work with sewage or sewage contaminated 
equipment must have current inoculation against Hep A & B and 
Tetanus 

• Staff must carry or have access to the Safety Data Sheet (SDS) for 
sewage 

6 

 
UV exposure 
 

Dehydration, 
fatigue, burns  4 

• Carry out Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Wear appropriate UV protection (long sleeves and long pants, 
headwear, sunglasses, sunscreen) 

6 

Public 

Public 
safety/Unauthorise
d access to work 
area  

4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Erect barriers & signage around work area / access point if required 

• Utilise variation of hours if work site has high public traffic 

• Ensure that all visitors to work site are inducted into the work 
site/task including this SWMS 

• Consult with asset owner for permission to access site if required 

• Ensure that the access point is secured whilst carrying out work in 
the confined space to prevent unauthorised access 

• Secure access point after completion of work e.g. lock doors, 
replace manhole covers including bolts etc. 

6 
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Private property 

Customer 
complaints, 
property damage, 
hostile pets 

4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• DO NOT try to enter the property without previously trying to contact 
the owner 

• DO NOT enter the property if there are pets and the owner is not 
present to control their pet/pets or make then safe 

• Perform animal checks by calling out/light rattling of a fence or gate 

• Handle private property with care and under the guidance of the 
owner if they are home 

• Leave work area in the condition you found it 

6 

Uneven 
surfaces / 
ground 

Slip, Trip, Falls 4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Where possible always access via designated walkways, stairs and 
bridges. Where it is not possible to use the designated walkways, 
plan route and identify safe access. 

• Wear appropriate footwear that is in good condition. 

• Avoid attending remote sites in wet weather conditions 

• Use adequate lighting (e.g. Portable flood lights, head lamps) 

• Maintain good housekeeping around work site 

6 

Insects/Spiders/
Snakes 

Bites & Stings 4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Ensure staff have a current “Provide First Aid” certification 

• Carry a first aid kit and a snake bite kit 

• Refer to Bites and Stings Australia app for information on 
appropriate first aid treatment 

• Apply bug spray (Bushman’s with 40% DEET) and wear appropriate 
PPE (gloves, boots, long pants and long sleeves)  

• Tuck shirt into pants and pants into socks when accessing sites in 
bushland 

• Utilise a tool to remove spider webs & not hands 

6 

Opening 
manhol
e lid 

Manual handling Sprains & strains 4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Trained in Manual Handling 

• Utilise two person lifts or utilise a mechanical device when lifting 
heavy objects when able 

• Manage fatigue throughout day 

6 

Hazardous/Toxi
c atmosphere  
 

Explosion, 
inhalation of toxic 
gas or oxygen 
deficient 
atmosphere 
 

3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Trained in FLAG gas testing and Confined Spaces gas testing  

• Staff have a current Confined Spaces Statement of Attainment and 
Fit for Work health assessment 

• Ensure gas monitor has passed the daily response check & 
calibration dates are current prior to use, note bump test results in 
table attached to this SWMS 

• Ensure No smoking near access chamber 

• Gas test around access point prior to opening manhole 

• Gas test while cracking access entry point, do not open more than 
2cm -3cm & sweep/monitor around the access opening 

• Gas test the full air column/workspace, note results on table 
attached to this SWMS 

• Continue constant gas monitoring of the atmosphere while work is 
being carried out 

• Don’t disturb any rotting organic material/sludge etc.  

• Respond to any alarm, by closing the manhole, after 5 minutes 
retest the atmosphere  

• Follow procedure D0000729 when alarms are encountered - contact 
your Team Leader/Manager immediately to decide if an incident 
should be declared and emergency services are needed. Ensure 
area is kept safe and that you and the public are not at risk of harm 

5 

Moving traffic 
 

Collision & injury 
 3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Ensure Site has a current Traffic Control Plan (TCP) & that the TCP 
has been issued for that day if required 

• Ensure staff have a current “Traffic Controller & “Implement Traffic 
Control Plans”” certification 

• Identify an escape route in the event of a vehicle entering your work 
area 

• Where appropriate utilise Traffic Control Contractors 

• Ensure appropriate high visibility reflective PPE is worn 

• Never work with your back to oncoming traffic 

• Access tools & equipment from the back or pedestrian side of the 
vehicle 

5 
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Fall from Height 

Cuts, sprain, 
strains, bruising or 
loss of 
consciousness 

3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Training in Confined Spaces &/or Working at Heights 

• If accessing a manhole, ensure manhole grate is placed over 
opening 

• Utilise Tripods, harnesses, Lanyards etc. as per your Confined 
Spaces training if appropriate 

5 

Installati
on of IoT 
devices 
 

Fall from Height 

Back injuries, cuts, 
sprain, strains, 
bruising or loss of 
consciousness 

3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Training in Confined Spaces &/or Working at Heights 

• Ensure manhole grate is placed over any opening 

• Utilise Tripods, harnesses, Lanyards etc. as per your Confined 
Spaces training if appropriate 

5 

Hazardous/Toxi
c atmosphere   
 

Explosion, 
inhalation of toxic 
gas or oxygen 
deficient 
atmosphere 
 

3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Trained in FLAG gas testing and Confined Spaces gas testing  

• Staff have a current Confined Spaces Statement of Attainment and 
Fit for Work health assessment 

• Ensure gas monitor has passed the daily response check & 
calibration dates are current prior to use. Results noted on table 
attached to this SWMS 

• Ensure No smoking near access chamber 

• Gas test around access point prior to opening manhole 

• Gas test while cracking access entry point, do not open more than 
2cm -3cm & sweep/monitor around the access opening 

• Gas test the full air column/workspace, note bump test results and 
Confined Spaces readings on table attached top this SWMS 

• Continue constant gas monitoring of the atmosphere while work is 
being carried out 

• Don’t disturb any rotting organic material/sludge etc.  

• Respond to any alarm, by closing the manhole, after 5 minutes 
retest the atmosphere  

• Follow procedure D0000729 when alarms are encountered - contact 
your Team Leader/Manager immediately to decide if an incident 
should be declared and emergency services are needed. Ensure 
area is kept safe and that you and the public are not at risk of harm 

5 

Power Tools 
 

Lacerations/cuts 
bruises/eye 
injury/strains/sprain
s 

3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Ensure you have familiarisation with the power tool utilised, only use 
tools in accordance with the manufacture’s manual 

• Utilise the correct tool for the job at hand 

• Inspect power tools / tools for damage prior to each uses. Do not 
use damaged power tools / tools, tag out damaged tools 

• Ensure the correct PPE is utilised whilst using power tools / tools 
e.g. goggles, hearing muffs, gloves 

• Ensure that you maintain a firm grip of tool being used to prevent 
kick back, dropping tool etc. 

• Clean all tools after uses & that they are stored correctly in the back 
of vehicles 

• Ensure drill bits are sharp & not damaged 

• Avoid over stretching whilst operating a power tool 

• Ensure that nothing can catch in moving parts of power tools e.g. 
clothing, hair, fingers etc. 

• Only charge batteries in vehicles that have an approved inverter 
installed 

5 

Noise 
 

Hearing loss 
 3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Wear hearing protection when operating power tools 

• Ensure all power tools have not been modified & that all guards etc 
are in place 

5 

Contact with 
wastewater/sew
age 

Infection/sickness                                          4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Staff must follow proper hygiene practices, including washing of 
hands with approved antiseptic or disinfectant wash after contact 
with sewage 

• Wash/clean off equipment that has been in contact with sewage or 
sludge. Use the pressure cleaner if appropriate   

• Wear appropriate PPE for the task as a minimum (gloves & eye 
protection) 

• All staff required to work with sewage or sewage contaminated 
equipment must have current inoculation against Hep A & B and 
Tetanus 

5 
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Notes 
Add in any notes that are relevant to the SWMs including who has been consulted with to 
develop this SWMS i.e. 
 

• This SWMS has been developed in consultation with Managers, Team Leaders, 
Safety & QA Officer, Hydrometric Staff 

• Staff undertaking work on this project are responsible for implementing controls as 
described and have the required and current competencies and qualifications to 
undertake this activity  

• Work must be performed in accordance with this SWMS. 

• Staff have access to a copy of this SWMS  

• If new hazards or changes to the above activities/hazards along with controls 
described in this SWMS are identified, crew must stop work and advise their 
Manager/Team Leader, they would then decide if the hazard can be controlled or if 
the job/task is stopped 

• Team Leaders will notify Document Owner to update this SWMS as per comments 
above 

• This SWMS will be reviewed at regular intervals to ensure information and controls 
described are current 

 
 

• Staff must carry or have access to the Safety Data Sheet (SDS) for 
sewage 

• Sewer contaminated clothing/overalls to be laundered separately to 
regular clothing when washed 

Contact with 
sharps 

Needle stick injury 3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Do not use hands for cleaning tasks such as sensor or debris 
removal 

• Wear appropriate gloves whilst working in wastewater systems, do 
not pick up sharps by hand 

     but utilise an appropriate tool & place any sharp found in “Sharps 
container” 

5 

Hazardous 
substances or 
chemicals 

Contact with 
chemical reagents, 
sewage containing 
industrial trade 
waste, or 
hazardous 
substances at work 
sites 

3 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Consult Site Risk Assessment if available 

• Ensure appropriate PPE is utilised 5 

Public 

Public 
safety/Unauthorise
d access to work 
area 

4 

• Carry out a Risk Assessment (SHOOTS) & have an Emergency 
Response discussion 

• Erect barriers & signage around work area / access point 

• Utilise variation of hours if work site has high public traffic 

• Ensure that all visitors to work site are inducted into the work 
site/task including this SWMS 

• Consult with asset owner for permission to access site if required 

• Ensure that the manhole is secured whilst carrying out work in the 
confined space to prevent unauthorised access 

• Secure manhole cover after completion of work including bolts 

6 

 
Entry/Exi
t of 
Confined 
Spaces  
 

If entry is required, then utilise Confined Spaces SWMS (D0001824) and Permit (D0001771)  
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This SWMS is to be used in conjunction with the Confined Spaces Permit (D0001771) and 
Hazardous Gas Response Procedure (D0000729) 
 
 
 

Response/Bump Test  
Gas Tester Name:                                                   Date:  

 Test 1  Test 2 
 

 

Test 3 
 

 

Test 4 
 

 

Test 5 
 

 
Gas meter 

serial number: 
 

O2, CO, H2S, 

LEL gas bottle 

serial number: 

 

VOC gas bottle 

serial number: 
 

NH3 gas bottle 

serial number: 
 

Time of 

test: 
     

O2 Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ 

CO Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ 

H2S Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ 

LEL Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ 

VOC Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ Pass □ Fail □ 

NH3  
(FLAG, if 

applicable) 

Pass □ Fail  □ 

NA    □ 

Pass □ Fail  □ 

NA    □ 

Pass □ Fail  □ 

NA    □ 

Pass □ Fail  □ 

NA    □ 

Pass □ Fail  □ 

NA    □ 
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